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Abstract: Nowadays as Computing technology plays an important role in internet of services. 

Cloud Computing is referred to a most recent emerging paradigm of computing utilities. 

Distributed m-healthcare systems helps to particular patient for treatment of high quality, but it 

brings about series of challenges in personal health information are data confidentiality and 

patient’s identity privacy. Many existing data access control and anonymous authentication 

schemes inefficient in distributed m- healthcare systems. For solving this problem, in this paper, 

use a novel authorized accessible privacy model (AAPM) .According to this propose a patient 

self-controllable multi-level privacy-preserving cooperative authentication scheme (PSMPA). 

Distributed mhealthcare uses three levels of security and privacy requirement.  Patients can 

authorize doctors by setting an access tree supporting flexible threshold predicates 
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I. INTRODUCTION 

Advances in wireless communications and computing technologies have lent great forces to the 

migration of healthcare systems from paper based to electronic health record (EHR)-based, giving rise 

to increased efficiency in human operations, reduced storage costs and medical errors, improved data 

availability and sharing, and so on. Electronic healthcare (e-healthcare) provides great convenience to 

patients and doctors, and improves the quality of life. 

              The development and management of medical systems concern all of us since we will be the 

users of these systems. The major concern is clearly the privacy of patients and their medical records 

which reveal highly confidential personal information such as disease description and goes through 

treatment. There are good reasons for keeping the records private and limiting the access to only 

minimum necessary information: an employer may decide not to hire someone with psychological 

issues, an insurance company may refuse to provide life insurance when knowing the disease details of 

a patient, a person with certain types of disease may be discriminated by the doctors, and so on. 

However, fundamental developments of heath care systems have threatened the confidentiality of 

health records and patient privacy, one of which is the exponential increase in the use of computers and 

automated information systems for health record information. It is now common to see physicians use 

computers (connected to a network) to store and retrieve patients’ electronic health records (EHRs). 

EHR systems are used in place of paper systems to increase physician efficiency, reduce costs (e.g., 

storage) and medical errors, improve data availability and sharing, etc. 

II. LITERATURE SURVEY 

In paper Rendezvous-based Access Control for Medical Records in the Pre-hospital Environment, 

F.W. Dillema and S. Lupetti(2007), proposed a scheme protect against aggregation threats without 

letting the patients carry their own medical data. The system provides rendezvous-based access control 

for access control in the pre-hospital environment. The drawback of this system is that provides access 

privilege if and only if patient and health worker meet in the physical world. 
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In paper FDAC: Towardm Fine-grained Distributed Data Access Control in Wireless Sensor Networks 

,S. Yu, K. Ren and W. Lou (2009) proposed The proposed scheme that exploits a novel cryptographic 

primitive called attribute basednencryption (ABE), tailors, and adapts it for WSNs with respect to both 

performance and security requirements.The drawback of this system is low fine grained access control 

In paper SAGE: A Strong Privacy preserving Scheme against Global Eavesdropping for E- health 

Systems, X. Lin, R. Lu, X. Shen, Y. Nemoto and N. Kato (2009)  proposed a strong privacy preserving 

Scheme Against Global Eavesdropping, named SAGE, for e-Health systems. The proposed SAGE can 

achieve not only the content oriented privacy but also the contextual privacy against a strong global 

adversary. The drawback of system is they mainly study the issue of data confidentiality in the central 

cloud computing architecture. 

In paper Privacy and Emergency Response in Ehealthcare Leveraging Wireless Body SensorNetwork, 

J. Sun, Y. Fang and X. Zhu (2010) This scheme provide detailed discussions on the privacy and 

security issues in e-healthcare systems and viable techniques for these issues. Using this techniques 

system can provide privacy to the record of the patients The drawback of system is they mainly study 

the issue of data confidentiality in the central cloud computing architecture. 

In paper Securing Personal Health Records in Cloud Computing: Patient-centric and Fine-grained Data 

Access Control in Multi-owner Settings, M. Li, S. Yu, K. Ren and W. Lou (2010) proposed a novel 

framework for access control to PHRs within cloud computing environment. To enable fine-grained 

and scalable access control for PHRs, we leverage attribute based encryption (ABE) techniques to 

encrypt each patient’s PHR data. Drawbacks of system are it mainly focuses on the central cloud 

computing system which is not sufficient for efficiently processing the increasing volume of personal 

health information in m-healthcare cloud computing system.it is not enough for to only guarantee the 

data confidentiality of the patients personal health information in the honest-but-curious cloud server 

model. 

III. ENCRYPTION TECHNIQUES 

 

 

Submit your manuscript electronically for review.  

A. Attribute based encryption  

Attribute based encryption is the identity based encryption that takes attribute as input. Data is 

encrypted using a set of attributes, and then no. of users can properly decrypt it. Attribute-Based 

Encryption (ABE) provides fine-grained access control and also prevents against collusion. 

A drawback of ABE is use of a single trusted authority (TA) in the system. Single trusted 

authority (TA) encounters the some of the problems, it creates a load bottleneck, and have key escrow 

problem since the TA can access all the encrypted files. This opens privacy exposure. 

 

B. Key-Policy based ABE  

 

Key-Policy based ABE establish a cryptosystem for fine-grained sharing of encrypted data. In this 

system, cipher texts are designated with set of attribute and private keys. Private keys are related with 

access structures that in turn specifies which type of cipher texts the key can decrypt. The main 

drawback  is that the data owner is also a Trusted Authority (TA). If this scheme is applied to a PHR 

system with multiple data owners and users, it will not efficient because then each user would receive 

many keys from multiple owners. 
 

C. Ciphertext-Policy based ABE 
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The Ciphertext is related with the access policy. Party which do the encryption determines the policy of 

data encryption, while the security key related with a set of attributes. CP-ABE access policy is 

described using AND, OR Boolean operators, so that it is easy to express the access policy. The 

drawback of this policy is Decryption keys only support user attributes which are organized logically as 

a single set, so for satisfying policies users can only use all possible combinations of attributes in a 

single set issued in their keys.  

 

D. Identity Based Encryption (IBE) 
 

An identity-based encryption scheme, for encryption using ,it uses an arbitrary string as the key and 

form decryption; a decryption key is mapped to the arbitrary encryption key by a key authority. There is 

only one private key generator (PKG) which distributes private keys to each users, having public keys 

are their primitive ID (PID) arbitrary strings. The main drawback of this system is key management 

overhead. Letting each user obtain keys from every owner PHR wants to read would limit the 

accessibility. 

 

E. Hierarchical Attribute-Base Encryption (HABE) 

 

HABE is designed for  achieving fine-grained access control in cloud storage services. It is a 

combination of HIBE and CP-ABE. In the HABE scheme, there are multiple keys with different 

usages. Drawback  of HABE is compared with ABE, this scheme cannot support compound attributes 

efficiently and  also does not support multiple value assignments. 
 

F. Distributed Attribute-Based Encryption 
 

In Distributed Attribute-Based Encryption single trusted or central authority that knows the master key 

and circulates the secret attribute keys to the authorized users. In contrast there can be number of 

parties who can maintain attributes andtheir corresponding secret keys. This differs with the classic 

CP-ABE schemes, where all secret keys are distributed by one.A drawback of DABE requires a data 

owner to transmit an updated cipher text component to every non-revoked user. At the time of sharing 

the information the communication overhead of key revocation is still very high. 

 
 

IV.  EXISTING SYSTEM  

In existing system, all the work of healthcare  provider, doctor & patient details and hospital’s  

details done by manually cannot to be monitored by the admin and cannot access  the user security 

authorization. As to the security fact, one of the main issues is access control of patient’s personal 

health information, namely it is only the authorized physicians that can recover the patients’ personal  

health +information during the data sharing in the m-healthcare cloud computing system. In practice, 

most patients knows  the confidentiality and privacy of their personal health information as it make 

them in trouble for each kind of unauthorized collection and disclosure. So that, in distributed 

m-healthcare cloud computing systems, which part of the patients’ personal health information should 

be shared and which physicians their personal health information should be shared with problems and 

solution also described. 

A. Drawback of system 

1. It is not providing much more security  

2. It is some what complicated not straightforward   
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3. Manually maintains the patients’ details  

4. Feedback cannot written by patient previously 

V. PROPOSED SYSTEM 

The above mentioned schemes are not sufficient for efficiently processing  of personal health  

informational and also not enough for to only guarantee the data confidentiality of the patients personal 

identity in the honest-but-curious cloud server model since the frequently communication between a 

patient and a doctor. Overcoming of this problem, a novel authorized accessible privacy model 

(AAPM) is established. Patients can authorize physicians or doctors by setting an access tree 

supporting flexible threshold predicates. A patient self-controllable multi-level privacy-preserving 

cooperative authentication scheme (PSMPA) realizing three levels of security and privacy requirement 

in distributed m-healthcare system is proposed. 

In this proposed system will use adhaar card system to overcome the all Patient disease details 

description in India and patient feedback collection and performance is high and efficiency security.  

Doctor’s appointment canceled temporary to resolve the patients’ feedback.In an m-healthcare cloud 

computing systems, all themembers can be classified into three categories: 

 

1) Green Label 

2) Yellow Label 

3) Red Label 

1) Green Label:-The directly authorized physicians with green labels in the local healthcare provider 

are authorized by the patients and can both access the patient’s personal health information and verify 

the patient’s identity. 

2) Yellow Label:-The indirectly authorized physicians with yellow labels in the remote healthcare 

providers who are authorized by the directly authorized physicians for medical consultant or some 

research purposes. They can only access the patient's personal health information, but not thepatient’s 

identity. 

3) Red Label:-For the unauthorized persons with red labels, nothing could be obtained. 

 
Multiple security and privacy level in m-healthcare cloud computing system 
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VI. CONCLUSION 

In this paper,   EHR  for patient is described and novel authorized accessible privacy model (AAPM) 

and a patient self -controllable multi-level privacy preserving cooperative authentication scheme 

(PSMPA) realizing three different levels of security and privacy requirement in the distributed 

mhealthcare cloud computing system are proposed and also avoided the some of the attacksoccurred in 

the wireless communication medium. 
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